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Threat, Vulnerability, and Mitigation Information 

1. Cybercriminals, state-sponsored actors, and others are now investing 
significant effort and time with COVID-19 phishing campaigns using means 
such as text messages, e-mails, social media messages, phishing websites, 
and advertisements.  Both consumers and businesses of all types are 
targets.  The objective of these phishing campaigns vary, such as money 
(business e-mail compromise and ransomware), crippling of systems 
(ransomware and distributed denial of service attacks), credential stealing 
(including in regard to email accounts and popular web conferencing 
platforms), and more.   
 
While phishing remains a significant threat during the COVID-19 pandemic, 
criminals are also heavily engaged in financial fraud (including in regard to 
economic stimulus payments), intellectual property theft, distributed denial 
of service campaigns, and more.  In summary, criminals are capitalizing on 
current events and are preying on fear and concern of individuals with 
respect to the COVID-19 pandemic. 
 

  

http://www.himss.org/cyberreport
https://www.us-cert.gov/ncas/alerts/aa20-099a
https://www.us-cert.gov/ncas/alerts/aa20-099a
https://www.usatoday.com/story/tech/columnist/2020/04/30/10-online-covid-19-scams-consumers-falling-right-now/3052342001/
https://go.recordedfuture.com/hubfs/reports/cta-2020-0312-2.pdf
https://go.recordedfuture.com/hubfs/reports/cta-2020-0312-2.pdf
https://www.fbi.gov/news/pressrel/press-releases/fbi-anticipates-rise-in-business-email-compromise-schemes-related-to-the-covid-19-pandemic
https://www.wired.com/story/covid-19-pandemic-ransomware-long-game/
https://securityboulevard.com/2020/04/ddos-in-the-time-of-covid-19-attacks-and-raids/
https://info.phishlabs.com/blog/covid-19-phishing-update-infected-coworker-email-targets-enterprise-o365-credentials
https://healthitsecurity.com/news/new-covid-19-phishing-campaigns-target-zoom-skype-user-credentials
https://healthitsecurity.com/news/new-covid-19-phishing-campaigns-target-zoom-skype-user-credentials
https://www.sos.la.gov/OurOffice/PublishedDocuments/ESF-17%20COVID-19%20IRS%20Payment%20Guidance.pdf
https://crsreports.congress.gov/product/pdf/IN/IN11257
https://crsreports.congress.gov/product/pdf/IN/IN11257
https://crsreports.congress.gov/product/pdf/IN/IN11257
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2. Hospitals, government agencies, and others are experiencing distributed 
denial of service attacks (some successful and attempts in other cases).  In 
the case of successful attacks, some organizations have had to completely 
shut down their network according to reports. 
 

3. Multiple ransomware campaigns have been active at least since early April 
according to researchers.  Vulnerable remote desktop protocol servers 
(such as those that may be vulnerable to brute force attacks and without 
multi-factor authentication), virtual private network (“VPN”) systems, 
virtual desktop endpoints and other virtual environments (such as those 
that do not have multi-factor authentication implemented), legacy 
operating systems, and devices exposed to the Internet have been targeted 
by cybercriminals.  Additional information on cyber-attacks that target 
remote work tools like as remote desktop protocol may be found here. 
 

4. INTERPOL and Europol have issued warnings to hospitals and other 
organizations involving in the global response to the COVID-19 pandemic 
that they are now targets for ransomware attacks in an effort for criminals 
to extort payments from the victim organizations. 
 

5. Significant security incidents have led to some hospitals reportedly 
postponing urgent surgical interventions and rerouting new patients to 
nearby hospitals.  Healthcare organizations are thought to have been the 
target of aggressive cyber-attack due to COVID-19 related treatment of 
patients, lab testing services, vaccine testing services, and/or biosafety labs. 
 

6. Blocklists are available for COVID-19 vetted (verified suspicious as per 
coalition analysts) and unvetted (as yet unconfirmed suspicious as per 
coalition analysts) data sets, including domain names and uniform resource 
locators (URLs).   

  

https://securityboulevard.com/2020/04/ddos-in-the-time-of-covid-19-attacks-and-raids/
https://www.cyberscoop.com/hhs-cyberattack-coronavirus-ddos/
https://securityboulevard.com/2020/04/ddos-in-the-time-of-covid-19-attacks-and-raids/
https://www.infosecurity-magazine.com/news/hospitals-targeted-ransomware/
https://www.microsoft.com/security/blog/2020/04/28/ransomware-groups-continue-to-target-healthcare-critical-services-heres-how-to-reduce-risk/
https://www.us-cert.gov/ncas/alerts/aa20-010a
https://coronavirus.health.ny.gov/system/files/documents/2020/04/fbi-psa_i-040120-psa.pdf
https://www.microsoft.com/security/blog/2020/04/28/ransomware-groups-continue-to-target-healthcare-critical-services-heres-how-to-reduce-risk/
https://www.microsoft.com/security/blog/2020/04/28/ransomware-groups-continue-to-target-healthcare-critical-services-heres-how-to-reduce-risk/
https://www.microsoft.com/security/blog/2020/04/28/ransomware-groups-continue-to-target-healthcare-critical-services-heres-how-to-reduce-risk/
https://www.acronis.com/en-us/blog/posts/cyberattacks-target-remote-work-tools
https://www.acronis.com/en-us/blog/posts/cyberattacks-target-remote-work-tools
https://www.interpol.int/en/News-and-Events/News/2020/Cybercriminals-targeting-critical-healthcare-institutions-with-ransomware
https://www.europol.europa.eu/covid-19/covid-19-ransomware
https://www.zdnet.com/article/czech-hospital-hit-by-cyber-attack-while-in-the-midst-of-a-covid-19-outbreak/
https://www.zdnet.com/article/czech-hospital-hit-by-cyber-attack-while-in-the-midst-of-a-covid-19-outbreak/
https://www.zdnet.com/article/czech-hospital-hit-by-cyber-attack-while-in-the-midst-of-a-covid-19-outbreak/
https://covid19.inforisktoday.com/genetic-testing-lab-hack-affects-233000-a-14182
https://www.zdnet.com/article/czech-hospital-hit-by-cyber-attack-while-in-the-midst-of-a-covid-19-outbreak/
https://www.scmp.com/news/china/military/article/3081500/coronavirus-wuhan-lab-centre-conspiracy-theory-targeted-hackers
https://blocklist.cyberthreatcoalition.org/
https://blocklist.cyberthreatcoalition.org/
https://blocklist.cyberthreatcoalition.org/
https://blocklist.cyberthreatcoalition.org/
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Research and reports 

1. With a good number of workforce members now working from home due 
to the COVID-19 pandemic, some survey respondents have reported an 
uptick in security incidents and cybercrime.  Additionally, some survey 
respondents have reported spending more time in IT support roles instead 
of their usual cybersecurity rules.  Finally, while best practices are being 
adhered to, many respondents admitted that more can be done in that 
vein. 
 

2. With many physicians and others working from home during the COVID-19 
pandemic, associations and other entities have released guidance on 
cybersecurity awareness.  These include medical associations, veterinary 
associations, state government agencies (with an alert addressed to 
medical professionals), cybersecurity professional associations, financial 
industry associations, and others. 
 

3. Researchers have provided an in-depth look on how advanced persistent 
threat actors use the COVID-19 as a lure in their campaigns.  Remote access 
trojans, banking trojans (such as Dridex), botnets (such as Emotet), and 
other types of malware (such as malicious LNK files) are used to persist on 
networks by infecting the machines of victims.  Malware analysis of a 
remote access trojan that runs on the Java platform may be found here. 
 

4. Criminal groups have reorganized themselves to take advantage of the 
COVID-19 pandemic.  Law enforcement related agencies across the glove 
have reported significant amounts of fake medical items (such as anti-flu 
and anti-viral preparations), testing kits, vaccines, preventive masks, 
sanitizers, and antiseptic solutions.  By expertly leveraging search engine 
optimization (“SEO”), the websites and applications set up by these 
criminals bubble up to the top.  Thus, innocent victims may fall victim and, 
as a result may unwittingly disclose sensitive information such as banking 
information.  

https://www.isc2.org/News-and-Events/Press-Room/Posts/2020/04/28/ISC2-Survey-Finds-Cybersecurity-Professionals-Being-Repurposed-During-COVID-19-Pandemic
https://www.europol.europa.eu/sites/default/files/documents/catching_the_virus_cybercrime_disinformation_and_the_covid-19_pandemic_0.pdf
https://www.isc2.org/News-and-Events/Press-Room/Posts/2020/04/28/ISC2-Survey-Finds-Cybersecurity-Professionals-Being-Repurposed-During-COVID-19-Pandemic
https://www.isc2.org/News-and-Events/Press-Room/Posts/2020/04/28/ISC2-Survey-Finds-Cybersecurity-Professionals-Being-Repurposed-During-COVID-19-Pandemic
https://www.isc2.org/News-and-Events/Press-Room/Posts/2020/04/28/ISC2-Survey-Finds-Cybersecurity-Professionals-Being-Repurposed-During-COVID-19-Pandemic
https://www.isc2.org/News-and-Events/Press-Room/Posts/2020/04/28/ISC2-Survey-Finds-Cybersecurity-Professionals-Being-Repurposed-During-COVID-19-Pandemic
https://www.isc2.org/News-and-Events/Press-Room/Posts/2020/04/28/ISC2-Survey-Finds-Cybersecurity-Professionals-Being-Repurposed-During-COVID-19-Pandemic
https://www.isc2.org/News-and-Events/Press-Room/Posts/2020/04/28/ISC2-Survey-Finds-Cybersecurity-Professionals-Being-Repurposed-During-COVID-19-Pandemic
https://www.ama-assn.org/system/files/2020-04/cybersecurity-work-from-home-covid-19.pdf
https://ebusiness.avma.org/files/coronavirus/2020.04_Cyber_01_7_Tips.pdf
https://ebusiness.avma.org/files/coronavirus/2020.04_Cyber_01_7_Tips.pdf
http://wp.sbcounty.gov/dph/wp-content/uploads/sites/7/2020/03/CyberAdvisoryCDPH.pdf
http://wp.sbcounty.gov/dph/wp-content/uploads/sites/7/2020/03/CyberAdvisoryCDPH.pdf
https://covid19.comptia.org/media/download/k9zb5q/COVID-19%20Cyber%20Situation%20Report%20-%2031%20March%202020.pdf
https://www.finra.org/rules-guidance/key-topics/covid-19
https://www.finra.org/rules-guidance/key-topics/covid-19
https://resources.malwarebytes.com/files/2020/04/200407-MWB-COVID-White-Paper_Final.pdf
https://resources.malwarebytes.com/files/2020/04/200407-MWB-COVID-White-Paper_Final.pdf
https://labs.sentinelone.com/threat-intel-update-cyber-attacks-leveraging-the-covid-19-coronavirus-pandemic/
https://labs.sentinelone.com/threat-intel-update-cyber-attacks-leveraging-the-covid-19-coronavirus-pandemic/
https://resources.malwarebytes.com/files/2020/04/200407-MWB-COVID-White-Paper_Final.pdf
https://www.herjavecgroup.com/threat-advisory-emotet-botnet-healthcare-phishing/
https://www.youtube.com/watch?v=QAzs66psLjY
https://www.youtube.com/watch?v=QAzs66psLjY
http://www.unodc.org/documents/southasia/UNODC_ROSA_on_Law_Enforcement_COVID_19.pdf
http://www.unodc.org/documents/southasia/UNODC_ROSA_on_Law_Enforcement_COVID_19.pdf
https://www.justice.gov/file/1268086/download
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5. Reports have also surfaced in terms of fake calls from (purportedly) nearby 
hospitals where loved ones may be hospitalized in order to obtain online 
payments from innocent victims (such criminals learn of these facts about 
the victims through social media). 
 

7. Resources are available for consumers (such as from state attorneys 
general), for businesses (including for those in the financial sector such as 
card network providers and payment card industry standards bodies), and 
from the government to bolster security awareness and help guard against 
criminal activity during the COVID-19 pandemic. 
 
 

http://www.unodc.org/documents/southasia/UNODC_ROSA_on_Law_Enforcement_COVID_19.pdf
http://www.unodc.org/documents/southasia/UNODC_ROSA_on_Law_Enforcement_COVID_19.pdf
https://portal.ct.gov/-/media/AG/Press_Releases/2019/COVID-cyber-final.pdf?la=en
https://portal.ct.gov/-/media/AG/Press_Releases/2019/COVID-cyber-final.pdf?la=en
https://www.ibm.com/downloads/cas/Y5QGA7VZ
https://www.bis.org/fsi/fsibriefs2.pdf
https://globalrisk.mastercard.com/wp-content/uploads/2020/03/Covid-19-Security-Alert-From-Mastercard-NEW1.pdf
https://www.pcisecuritystandards.org/covid19
https://dl.dod.cyber.mil/wp-content/uploads/covid19/pdf/unclass-working_remotely.pdf
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Special Announcements 

1. Join the HIMSS Healthcare Cybersecurity Community today!  The HIMSS 
Healthcare Cybersecurity Community provides a monthly forum for 
thought-leaders and healthcare constituents to discuss and learn about 
advancing the state of cybersecurity in the healthcare sector.  Please note: 
HIMSS membership is required to join the HIMSS Healthcare Cybersecurity 
Community. 
 

2. Take the 2020 HIMSS Cybersecurity Survey today!  Let’s hear your voice.  
Your opinion matters. 

http://www.himss.org/get-involved/community/cybersecurity
https://www.himss.org/membership-join-0
https://www.himss.org/2020-himss-cybersecurity-survey

